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PrintWatch
Data Leakage Prevention - Control, Evidence and

Overview also on Printouts



PrintWatch doesn‘t support all operating systems -- please check beforehand.
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Threats:

If not marked properly, printouts can be 
mingled with other papers and documents, so 
that for the security check it is hardly possible 
to estimate the criticality.
Printers with security function are very  
expensive. Especially very sensitive informa-
tion is not to be printed on every standard 
printer.
A privacy incident without valid evidence 
leads to a general suspicion of all persons 
with a read permission and thus to trouble in 
the organization.

Challenges:

A control commitee is permitted to view  
sensitive information but not to print it.
By the standard means of the operating 
system you can assign, block or share prin-
ters, but you can‘t take the sensitivity of a  
document as criteria for deciding, who can 
print the information on which printer and in 
what manner.
Only combining information like who, what, 
why, how many copies, on which printer,  
allows for the necessary granularity for critical 
information.
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